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TEPMUHBI U OITPEJEJIEHUSA

AyTeHTHpHUKAIHS — JleficTBHsIT 1O TpOBEpKE MOMJIMHHOCTH CyOBEKTa JIOCTYIa
B MH(OPMAIIMOHHOHN CUCTEME

bezonacnocts nHpopManun —  CocrostHue 3aIIUIIICHHOCTH nH(popManuy, pH KOTOPOM
oOecredyeHbl ee KOHPHICHIIMATbHOCTb, JOCTYITHOCTD U IIEJIOCTHOCTh

l'ocynapcTBenHas — HuadopmannonHas cucrema, coslaBaeMmas B IENAX peau3aliu

nHPOPMAIIMOHHAS CHCTEMA MTOJTHOMOYHU rOCyJapCTBEHHBIX OpraHoB

u obecnieueHus: oOMeHa MHPOpPMaLKEl MEXIy 3TUMHU OpraHaMu, a
TaKXXe B UHBIX YCTAHOBIICHHBIX (hefiepalibHbIMU 3aKOHAMH IIEIISX
Hoctyn k nuHopMauu — B03MOXHOCTH nostyueHust UH(HOPMAIMH U €€ UCTIOIb30BAHUS
JloCTyITHOCTh — Cocrossaue  wH(pOpManuUu, XapakTepU3yeMoe  CIIOCOOHOCTBIO
TEXHUYECKUX  CPEACTB M  WH(POPMALMOHHBIX  TEXHOJIOTUH
obOecrieunBaTh  OCCHPEMATCTBEHHBIH  JOCTYNT K  HHGOpMAIIH
CyOBbEKTOB, UMEIOIINX HA 3TO IMOJHOMOYHUS

3amuTa nHGOopMaIUn — 3amwura wuHbOpMAIMU, HANpaBICHHAas Ha MPEIOTBpAIICHHE
OT HECAHKIIMOHUPOBAHHOTO MOJIYYCHUsST  3allUIaeMOl  WHQPOpPMAIMU  3aWHTEPECOBAHHBIMU
JocTyna CyObeKTaMH C HapyIIEHHEM YCTAaHOBICHHBIX HOPMATHBHBIMU

U TOpaBOBBIMM  JIOKYMEHTaMM (aKkTamMu) WU oOJjanaTeisiMu
uHbopMallMM TpaB WIM TNpaBWI  pasrpaHUyuEHUs  JO0CTynla
K 3alluuiaeMoi nHpopManuu

3amumaemas nHpopManus —  Hudopmanus, SBJISIOILASCS peIMETOM COOCTBEHHOCTH
Y TIOZJIeKalIast 3alIiTe B COOTBETCTBHH C TPEOOBAHUSMH MPABOBBIX
JTOKYMEHTOB WIIN TpeOOBaHUSIMH, yCTaHABIMBAEMBIMH
COOCTBEHHUKOM HMH(pOpMAIHH

Unentudukarnms — IlpucBoenue cyObekTaM M 00OBEKTAM IOCTyIa UACHTH(PUKATOpPA U

(W) cpaBHEHHME TNPEIBABIAEMOro HJICHTU(PHUKATOPA C MEpeyHEM
MIPUCBOECHHBIX UIEHTH(PUKATOPOB
WNupopmanronHas cucrema — CoBOKYyHmHOCTh cojepkalleiicss B 0azax JaHHBIX HH(QOpMAaIUH
u obecrieunBarONUX ee 00paboTKy HH(YOPMAIIMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX CPEJICTB
OTnenbHble JOKYMEHTBl M OTAEIbHBIE MAacCCHUBBI JJOKYMEHTOB,
JOKYMEHTBI " MacCMBbl  JIOKYMEHTOB, coJieprKalirecs
B MH(OPMALIMOHHBIX cucTeMax (OubOmmoTekax, apxuBax, (OHIAX,
0aHKax JaHHBIX, NH()OPMALIMOHHBIX CUCTEMaX IPYIHX BUIOB)

WHdopmanroHHbIe pecypehl

WNudopmannoHHble — Ilpomeccesl, MeToapl TOHMCKa, cOOpa, XpaHeHHs, O0OpaboOTKH,

TEXHOJIOTUU MPEIOCTABIICHUS, PACHpPOCTPaHEHUs UH(POPMalMu U CHOCOOBI
OCYILIECTBIIEHUS TAKUX ITPOLIECCOB U METOI0B

Nudpopmanus — CeneHus (cooOmienus, JTaHHbIE) HE3aBUCUMO
oT (OpMBI X TPEACTABICHUS

Kontponmpyemas 30Ha — IIpocrpancTBo (Teppuropus, 3/1aHME, 4acTh 3/1aHus),

B KOTOPOM HCKJIIOUEHO HEKOHTPOJIMpYEMOE€ NpeObIBaHHE JIUIL, HE
UMEIOIINX TIOCTOSIHHOTO HWJIM Pa30BOTO JIOIYCKA, M MIOCTOPOHHHX
TPAaHCHOPTHBIX CPE/ICTB

KoHdpuneHmamsHOCTH — OOs3arenpHOE 7Sl BBITOJHEHHS JIMIIOM, TOJYYUBIIAM JOCTYI K
ornpeneneHHol HHpopManuu, TpeOoBaHME HE IepelaBaTh TaKylO
nH(pOpMaLIHIO TPETHUM JIHIaM 0e3 coriacus ee o0aaaarens

O6paboTka nepcoHaIbHBIX —  JleficTBus (omepanum) ¢ NepcoHaIbHBIMU JTAHHBIMH, BKJIIOYas cOop,

TaHHBIX CHCTEMaTH3aINI0, HAKOIUICHUE, XpaHeHHe, YTOUYHeHHEe (OOHOBIICHHE,
U3MEHEHHE), HCIIOJIIb30BaHUEe, pPACIpOCTpaHeHHe (B TOM 4YHCIe
nepenady), oOe3MWYMBaHUE,  OJIOKMPOBAHHWE,  YHUYTOXEHUE
MEPCOHAIBHBIX JAHHBIX

Omneparop — TpaXIaHUH WO  IOPUAMYECKOE  JIMIO,  OCYILECTBIISIOLIHNE
NEATENFHOCTh 110 OKCIUIyaTallil HH()OPMALMOHHON CHCTEMBI,
B TOM 4Hciae 10 o00paboTke MHPOPMALUKU, COAEpIKaIIeHCs
B ee 0a3ax JTaHHBIX



[TepcoHanbHbIe TaHHBIE

VYrpo3a 6e3omacHoCTH
uHpopMauu

VY a93BUMOCTD

IlenoctHOCTh

Jrobass wmHoOpMaIusa, OTHOCAMIAACS K TPSIMO WM KOCBEHHO
OTIpeIeJIECHHOMY WJIH OTIpeNiesieMOMY (GU3NUYECKOMY JIUITY
COBOKYITHOCTh YCJIOBHM M (haKTOPOB, CO3JAIONIUX MOTCHIIHATBHYIO
I peanbHO CYILLECTBYIOILYIO
OIaCHOCTb, CBSI3aHHYIO c yYTEeUKOI uHbopMauu
W/WIM HECAHKIIMOHUPOBAHHBIMU ~ W/WIM  HENpeJIHaMEpEeHHBIMHU
BO3JICHCTBUSIMU Ha Hee

HenocraTtok (ciabocTh) MIPOTrPaMMHOT0
(mporpaMMHO-TEXHUYECKOT0) CpeACTBa WM HHGOPMALMOHHON
CHCTEMBI B LIEJIOM, KOTOPBIK (KOTOpasi) MOXKET OBITh MCIIOJIb30BaHa
JUIS pealin3aliy yrpo3 0e30nacHOCTH MHPOpMaIIU

Y eTonunBOCTb uHpOpMaLUU K HECAHKIIUOHUPOBAHHOMY
WM cydyailHOMY BO3JEWCTBHI0O Ha Hee B Ipolecce o0paboTKu
TEXHUYECKUMHU CPEICTBAMH, PE3YIbTaTOM KOTOPOIO MOXKET OBIThH
YHUUYTOKEHHUE U UCKaXeHHEe HH(POpMaluu



T'OCTP
ITonutuka
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OBO3HAYEHUA U COKPAILIEHU A

l'ocynapctBennsbiii crannapt Poccuiickoit @enepannu

[Monutuka  uHOpManMOHHOM  OGe3omacHocTH  ['ocymapcTBEHHOTrO
OIOPKETHOTO JIOMIKOJIFHOTO 00pa30BaTEIbHOTO YUPEKICHUS JETCKOTO
caga Ne 74 TIpumopckoro paitona Cankrt-IlerepOypra

I'ocynapctBenHoe OIOIKETHOE JIOIIIKOJIbHOE 00pa3oBaresibHOE
yupexaenue nerckuit caa Ne 74 [Ipumopckoro paiiona Cankr-IlerepOypra
denepanpHas cyxk0a 6e3onacHocTr Poccuiickoit deneparuu
®denepanbHas cyk0a 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO



1 OBIIME HOJIOXKEHUSA

Hacrosimass IlomuTuka sBisieTCsT JOKYMEHTOM, ONPEAEISIOIIMM HaIpaBlIeHUs JACSITEIbHOCTU
B oOyactu obecrieueHuss HHGOPMAIIMOHHONW O€30MacCHOCTH WM MPEJCTABISET COO0N CHUCTEMaTH3MPOBAHHOE
M3JI0KEHUE LIeel U 3a71a4 WH(POPMAIIMOHHON 0€30MacHOCTH, KaK OJJHO MJIM HECKOJIBKO MPaBHUII, IPOLEAYP,
MPAKTUYECKUX TPUEMOB U PYKOBOJIAIIMX MPUHIUIOB, KOTOphIMU pykoBoacTByeTcss [ BJIOY Ne 74, a takxke
OpPTraHU3aIMOHHBIX, TEXHOJOTUYECKHMX U TMPOLEAYPHBIX AaCIEeKTOB obOecredeHus: WHGOPMAIMOHHON
0€301MacHOCTH.

[Tonoxenus Hacrosimed IlomuTUKKM HE pacmpoCTpaHSIOTCS Ha oOecredeHne HH(POPMAIUOHHON
0€301acCHOCTH CBEJICHUI, COCTABIIAIONINX IOCYAAPCTBEHHYIO TaliHY.

OcHoBHOM 3amadeld B obmactu wuHpopManmonnoi Oe3omacHoctn ['BJIOY Ne 74 mnpusnaer
COBEpIICHCTBOBAHWE MEp U CpPEICTB obecreyeHus 3aimuThl UHQOpManuu HHPOPMAILMOHHBIX PECYPCOB
I'BAOY Ne 74 B KOHTEKCTE pa3BUTHUS 3aKoHOJaTesbcTBa Poccuiickoil denepanuu U HOPM peryIUpOBaHUS
MH(OPMALIMOHHON AESITEIbHOCTU B TEKYIIUX YCIOBUAX (GYHKIIMOHUPOBAHUS UH(DOPMALIMOHHOTO MOJIS.

[Tpu pazpaborke [lOMUTHKM YYUTHIBAIUCH OCHOBHBIC TNPUHIMIIBI CO3JaHHUS CHUCTEM 3aIlUTHI
uH(popmanuu, XapaKTEPUCTUKU u BO3MOKHOCTH OpPraHU3alMOHHO-TEXHUYECKUX Mep
¥ COBPEMEHHBIX IMPOrPAaMMHBIX U alapaTHO-IPOTPAMMHBIX CPEJICTB 3AIIUTHI HHPOPMALIUH.

B pamkax cBoeit nestenbHocTH KoMuTteT 00s3yeTcs mpeanpHUHUMATh BCE BO3MOXKHBIE MEpPBI IS
3amuUThl MHQOPMAIIUU OT Yrpo3 0€301MaCHOCTH HH(POPMAITHH.

TpeboBanust nHPOPMAMOHHON 0€30MaCHOCTH, COOTBETCTBYIOT LieisM aestenbHocTH ['BJIOY Ne 74
U IIpeIHA3HAYEHBbI JJISl CHHDKEHUS PUCKOB, CBSI3aHHBIX C pealin3aluend yrpo3 6€301acHOCTH HHPOpMAIUH.

[Tonutuka noctynHa BceM padotHukam ['BJIOY Ne 74 u BceM M01b30BaTENAM €0 PECYPCOB.

2 IEJIA U 3AJIAYA OBECIIEYEHUSI THO®OPMAIIMOHHOMN BE3OITACHOCTH

Cy0bexkTbl HHPOPMALMOHHBII OTHOIICHHU I

CybObekramu mipu obecrieueHnn nHpopmanronHoi 6e3onacaoctd B 'BJIOY Ne 74 sBnsitores:

pabotauku ['BJIOY Ne 74 (B ToM ymclie yBOJICHHbIE);

rpaxaaHe, paboTarolye o JoroBopaM rpakJaHCKO-IIPaBOBOr0 XapaKTepa;

¢bu3nyeckue Jnia, NpeCTaBUTENIN KOHTPAreHTOB B paMKaX MCIOJIHEHUS IOTOBOPHBIX 0053aTeNbCTB;

(dbuzmveckue nuia, nojaasime oopamieHue B aapec Komurer;,

IOPUINYECKHE JIU1IA, B PAMKAX UCIIOJHEHUS 10TOBOPHBIX 00513aTEILCTB MITH BO HCIIOJHEHUHU TPeOOBaHU
CO CTOPOHBI 3aKOHOJaTenbCTBA Poccuiickon denepanuy;

OpraHbl TOCYJapCTBEHHOM BJIACTH.

O0bexkTh HH(POPMALMOHHBIX OTHOIIEHU I

OO6bexTamu HH(GOPMAIIMOHHBIX OTHOILIECHHUH SBISIOTCS:

uHpopmannonusie pecypebl I'B/IOY Ne 74;

roCy/1apCTBEHHbIE UH(pOpMaIMOHHbIE CHUCTEMBI Oneparopom KOTOPBIX SABJIAETCS
I'BAOY Ne 74;

nporecchl 00padboTku nHPopManuu B nHGopMaroHHbix cucremax ['BJIOY Ne 74, nnpopmannoHHble
TEXHOJIOTHH, perlaMeHThl " IIPOLIE Ty PBI cbopa, 00paboTKH, XpaHEeHUs
U repenayu nHpopMaluy;

nH(popMaImoHHas uH(ppacTpykTypa, BKJTFOYAIOIIAS CHUCTEMBI 00paboTKH, XpaHEeHUst

W aHanM3a HHQPOpPMAIIIH, IPOTPAMMHEIE U TIPOTPaMMHO-aNNapaTHbIE CPEACTBA, B TOM YHCIIE KaHATBI CBS3H U
TEJIeKOMMYHHUKALUU;

CHCTEMBI U CPEeACTBA 3alIUThl MH(OpMAIH, OOBEKTHI U IIOMEIIEHHS, B KOTOPBIX pa3MeIleHbl Cpe/ICTBa
00paboTKN HHPOPMAIIH.

Lean o0ecnieyennst UHGpOPMALNOHHON 0€30NMIACHOCTH

OcHoBHO¥ 11enpI0 00ecnieuenus: nHpopmannonHoit 6ezonacHoct 'BJIOY Ne 74 sBnsroTcst nericTBus,
HampaBJICHHbIE Ha JOCTM)KEHUE 3allUThl CYOBEKTOB MH(OPMAIIMOHHBIX OTHOIIEHHH OT BO3MO>KHOTO
HaHECEHHs] UM MaTepuaibHOro, (pU3MUEeCKOro, MOpaIbHOr0 MM MHOTO yliepOa, MOCPeICTBOM CIy4aiiHOTO
W IIPEeTHAMEPEHHOTO BO3JEICTBUS Ha UH(pOpMaLHIO,
B TOM YHCIIE:

o0ecrnieueHus OTKa30yCTOMYUBOTO (GyHKIIMOHUPOBAHUS MIPOrPaMMHBIX
u annapaTtHo-nporpaMMHbIX cpeactB I'BJIOY Ne 74 n npenocraBiisieMbIX CEpBUCOB;

coOJTI0ICeHHSI TIPABOBOTO PEXUMa UCIIOJIB30BAaHUS MaCCUBOB M CPEJICTB 00padOTKKU HH(OpMaInu;

MPEJOTBPALCHHUS peaH3alii yrpo3 0e30MacHOCTH MH()OPMAIIK MPH OCYIIECTBICHUU JIEATEIILHOCTH



I'BIOY Ne 74.

3agauu obecnieyeHus1 HHPOPMAILMOHHOI 0e30MACHOCTH

JlocTiwkeHue 1eneit odecrneyeHnns HPOPMALMOHHOM O€30MMacHOCTH U CBOMCTB MH(POPMALIUH,

I'BAOY Ne 74 pemaercst ciaeayOmUMU 33ja4aMu:

3alUThI OT HECAaHKIIMOHMPOBAHHOT'O JJOCTYIA K MH()OPMAIIMOHHBIM pecypcam;

pasrpaHMyeHMs] JOCTyla II0Jb30BaTelel K HMH(POPMALMOHHBIM, allapaTHbIM, [POrPaMMHBIM
U UHBIM pecypcam;

pEerucTpanyy U MEepHOAMYECKOr0 KOHTPOJS NEHCTBUH MOJb30BaTeNel Mpu 00paboTKe 3alluIaeMon
uHbOpMaLKUU U IEPUOANYECKUNA KOHTPOJIb KOPPEKTHOCTH UX JI€HCTBUIA;

KOHTPOJISI LIEIOCTHOCTH CPEJIbl UCIIOJIHEHUS IPOIPAaMM M €€ BOCCTAHOBJIEHHUE B CIy4yac HapyIICHHUS,

obecrieueHus ayTeHTU(UKALIH u UJICHTH(QUKAIINH HOJIb30BaTEICH, y4acTBYIOIINX
B UH(POPMALIMOHHOM OOMEHe;
obecrieueHus UCIIPAaBHOCTH HPUMEHSIEMBIX B UH()OPMAIIMOHHBIX cHCTeMax

I'BAOY Ne 74 cpenctB 3amuThl MHOOPMALINN;

CBOCBPEMEHHOTO  BBISIBICHME  HCTOYHUKOB  yrpo3  0Oe3omacHOCTH  HMH(OpMAlMH, MOPUYHH
U YCIOBHUH, CIOCOOCTBYIOIIMX HAHECEHHUIO yIepOda 3aMHTEPEeCOBAHHBIM CyOBEKTaM HH(OPMAIIMOHHBIX
OTHOIIICHHU;

CO3JIaHMEM CIY)XObl MOHHUTOPHHTAa W pPEAarHpoOBaHUs Ha Yrpo3bl OE30MacHOCTH HMH(pOpMAIUH
Y HEraTUBHBIE MOCIECTBUSA;

CO3/IaHHEM YCIOBHM IS MMUHMMM3AIMM HAaHOCHMOTO Yyiep0a HEeMpaBOMEPHBIMH JIEHCTBUSMHU, H
yCTpaHEHUE MOCIEICTBUN HapylneHus nHpopmanuonHoi 6e3omacHoct B [ BIOY Ne 74,

Pemenue Boimenepeuncnennbix 3aaa4d B ['6/I0Y Ne 74 ocyiectBisercst nocpeacTBOM:

ydeTa BCeX MOAJIEKAIUX 3alUTe HHPOPMAIIMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUS JEHCTBUI IepcoHana, OCYLIECTBIISIOIIEIO OOCIYXUBAaHUE U MOAUDUKAIIIO
MIPOrPaMMHBIX U IPOTPaMMHO-AMNMAPATHBIX CPEICTB UH(POPMALIMOHHBIX CUCTEM;

permamMeHTaluy IpoieccoB 00paboTku wuHopmanuu, AeictBuii pabotHukoB ['BIOY Ne 74,
OCYILECTBISIONUIMX AKCIUTyaTallMl0 MPOTPaMMHBIX U TMPOrpaMMHO-alNapaTHBIX CpPEACTB, Ha OCHOBE
YTBEPKICHHBIX OPraHU3aI[IOHHO-PACIOPSAUTENBHBIX TOKYMEHTOB IO 3alUTe HHPOpPMaLUY;

Ha3HAYeHUs] W MOJArOTOBKOM pPAOOTHMKOB, OTBETCTBEHHBIX 3a OpPraHU3allMI0 M OCYUIECTBIIEHUE
MeponpusaTHii o o0ecnieueHnto nHpopMarmonHoii 6ezonacHoctd B 'BJIOY Ne 74;

HaJeJCHUs  KaXJoro pa0OTHUKAa MHMHUMAlbHO  HEOOXOJMMBIMH  MpaBaMM HOpuU  paboTe
B MH(OPMALIMOHHON UHPPACTPYKTYPE COITIACHO UX JIOJKHOCTHBIM O0SI3aHHOCTSIM;

COOJIIOJICHUsSI BCEMM PaO0OTHUKAMHM, S3KCILTyaTHPYIOLIUMH U OOCITYKMBAIOLIUMH pPOTpaMMHBIE U
IIPOrpaMMHO-aINapaTHble CPEJCTBA, TPeOOBaHHI OpPraHU3allMOHHO-PACHOPSAUTEIbHBIX JOKYMEHTOB IIO
BOIpocaM oOecredeHuss HHPOPMAaLMOHHONW 0€30MacHOCTH;

MIEPCOHANIBHON  OTBETCTBEHHOCTBbIO KaXJ0ro paOOTHHKAa 3a CBOM JIEHCTBUS, YYacTBYIOLIETO
B paMKaX CBOMX (PYHKIMOHAJBHBIX OOS3aHHOCTEW B TpoleccaXx aBTOMAaTU3UPOBAHHOM 00pabOTKU
MH(}OPMAaLIMU U UMEIOILETro JOCTYII K pecypcaM HHPOPMAIIMOHHBIX CUCTEM;

peanu3aiyeil TeXHOJIOIMYECKHX MpoleccoB 00paboTku MH(pOpMAIMK C UCHOIH30BAHUEM KOMIUIEKCOB
OpPraHMU3allMOHHO-TEXHUYECKUX MeEp 3allUThl MPOrpaMMHOr0 oOecnedyeHus, MHporpaMMHO-aNNnapaTHbIX
CPEICTB;

NPUHATHS Mep M0 OOeCHeueHUI0 (QU3NYECKOW IEeJOCTHOCTH MPOTrpaMMHO-aNNapaTHBIX CPEICTB
MH(POPMAIIMOHHBIX CHCTEM U MOJAep)KaHuEM HEOOXO0AUMOTr0 YPOBHSI 3aIIUMIIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BaHUS MPOTPaMMHBIX M IMPOrpaMMHO-aNMNapaTHBIX CPEACTB 3alluThl  HHGMOpManuu
obpabarsiBaeMoM B [ BJIOY Ne 74 u aAMUHUCTPAaTUBHOM MOAIEP>KKOM UX UCIIONIb30BaHUS,

KOHTPOJIS COOITIOJIEHHS I10JIb30BATEISIMHU UH(POPMAIMOHHBIX CUCTEM TpeGoBaHUI
Mo o0ecreyeHn0 MHPOPMaITMOHHON O€30ITaCHOCTH;

MpoBeieHus aHau3a (P(EKTUBHOCTH MPUHATHIX MEpP 3aIlIUTHl MH()OPMAIIMK U IPUMEHSIEMBIX CPEJCTB
3amuThl nHGopManuu B 'BJIOY Ne 74 ;

pa3paboTKU M peanu3aluy MPeUIOKEHNH M0 COBEPIIEHCTBOBAHUIO CHUCTEM 3allMThl MH(pOpMAalUU B
I'BAOY Ne 74 .

3 TMPUHIUIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OIIACHOCTH

ObGecneyernre HMHQPOPMAIMOHHONH O€30MACHOCTH, JOHKHO OCYIIECTBISTECI B COOTBETCTBUH
co CHGI[yIOIL[I/IMI/I OCHOBHBIMH HpI/IHI_[I/IHaMI/IZ



IIpyuHUMI 3aKOHHOCTH

IIpu BbIOOpEe MepompusATHI MO 3amMTe WHPOPMALUHU, JJOIDKHO COONIONATHCS JIEHCTBYIOIIEe
3aKoHOMaTenbCcTBO Poccuiickoit denepamnuu B chepe 3anuThl HHPOPMAIIUH.

Bce paGoTHMKHM JODKHBI HMMETh MpeJACTaBieHHe 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYIICHUS
B chepe 3ammuThl uHbopmaruu. [IporpamMmMmHo-anmapaTHbeie cpeactBa, npumeHsembie B ['BJIOY Ne 74 |
JIOJDKHBI  MMETh COOTBETCTBYIOIME JIMIIEH3MH, OQHIMAIBHO MNpUOOpeTaThCsl y TMpeAcTaBUTENeH
Pa3pabOTUHUKOB ATHX CPEJICTB HIIH SBJISITHCS MHTEIUIEKTYabHOM coOcTBeHHOCThIO [ BZIOY Ne 74,

IpuHIMI CHCTEMHOCTH

[Ipn cozmaHuM cuUCTEMbl 3allUTHl JIOJDKHBI YUUTHIBATHCS AaKTyalbHbIE Yrpo3bl OE30MaCHOCTH
uHpOpMannY, BO3MOXKHBIE OOBEKTHl M HAIPaBICHHS aTak Ha HEe CO CTOPOHBI Hapymmrenen. Cucrema
3aIUTHI TOJKHA CTPOUTHCS C YIETOM HE TOJBKO M3BECTHBIX KAHAJIOB yTEYKU MH(POPMAIMH, HO U C YUYETOM
BO3MOKHOCTH TOSIBJICHUS] HOBBIX YSI3BUMOCTEH B IPOTPaMMHOM OOECTICUCHHUU.

IpyuHOMN KOMIUIEKCHOCTH

KommiiekcHOe  MCHOJB30BaHUE CPEACTB  3alIUThl  MH(YOPMALMU MPEAINOJIAraeT COIJIACOBAaHHOE
MPUMEHEHHE TPU OCTPOEHUU LIEIOCTHON CUCTEMBI 3alllUThl, IEPEKPHIBAOIIEH BCE CYILIECTBEHHBIE YIPO3bI
6e3onmacHOCTH WHGpOpMANMU. 3alIuTa JO0JDKHA CTPOHUTHCS AIIEIOHHpoBaHO. Du3nyeckas 3amiura JODKHA
obecrnieunBaThbcs (PU3NUECKUMH CPEICTBAMU U OPTaHU3AIIMOHHBIMU MEPaMH.

[Tpu mocTpoeHnn, BHEIPEHNUHU M SKCIUTYaTalliy CUCTEMBI 3allIUTHI nH(popManmu pykoBoacteo ['B/I0Y
No 74 obGecneunBaer ycnoBus ansi 3QPEeKTUBHON KOOPAMHALMK JIEHCTBUN BCEX JIMI[, OOECIEUMBAIOIINX
MH(POPMALMOHHYIO 0€30TTaCHOCTb.

IIpuHIKMI CBOEBPEMEHHOCTH

PazpaGorka cucrembl 3amuThl WHGOpPMAIMKA [ODKHA BECTHCh NapalyieNlbHO € pa3paboTKOi
u uHGOPMaIMOHHON CUCTEMBL. 910 MTO3BOJIUT y4ecThb TpeOoBaHUS 0e3omacHoCTH
IIPU IPOEKTUPOBAHUN APXUTEKTYPHI M, B KOHEYHOM CUeTe, co3/1aTh Oosee 3¢ hekTuBHbIC NHPOPMALMOHHbIE
CUCTEMBbI, 00JIaJJaf0II1e JOCTATOYHBIM YPOBHEM 3al[UIIIEHHOCTH.

IpuHIHN MpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHUE MEP U CPEACTB 3aLIUTHl HH(OPMALIMKA Ha OCHOBE MPEEMCTBEHHOCTH
OpPraHM3allMOHHBIX M TEXHUYECKHX pELIEHUI, KaJpoBOrO0 COCTaBa, aHaiu3a (PYHKIMOHUPOBAHUS
UH(OPMALIMOHHBIX CHCTEM u CHUCTEMBI ee 3alIUThI c y4eToM WU3MEHEHUN
B METOJIaX U Cpe/ICTBaxX Mepexnara nH(OpMalvy, HOpPMAaTUBHBIX TPEOOBAHUH 1O 3alIUTE UHPOPMALIUH.

IIpyHIHUN 10CTATOYHOCTH

CooTBeTcTBHE YpOBHSI 3aTparT Ha oOecrnedeHne WH(OPMAIMOHHOW O€30MacHOCTH W IIEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOXKHOTO yIIepOa OT WX pasIUiallleHHs,, YHUYTOXKEHUS U
uckaxxeHus. Mcronp3yemble MEPBI M CPECTBA 3alUTHl HHPOPMAIMH HE JOHKHBI YXyALIATh SPrOHOMUYECKHE
MOKa3aTeIl KOMIIOHEHTOB WH(OPMAIIMOHHBIX CHCTEM.

IIpuHIHMN 0TBETCTBEHHOCTH

BosnoxeHne OTBETCTBEHHOCTH 3a olecreyeHue Oe30macHOCTH HMHpopMmanuu U ee o0pabOTKM Ha
Ka)KJI0ro pabOTHHKA B MpeesiaX ero MoJHOMOoYui. B COOTBETCTBUY € 3TUM NPUHIIUIIOM pacipe/ielieHUe Npas
1 00s13aHHOCTEN PAOOTHUKOB CTPOUTCS TAKUM 00pa3oM, 4TOOKI B Cllydae JJF0O0ro HapyIIeHUs ObUT U3BECTEH
HapyIIUTETb.

IpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peaau3yeMocTH

NudopmanioHHble TEXHOJIOTHH, IPOrpaMMHBIE U POTpaMMHO-aINIapaTHBIE CPEJICTBA, MEPHI 3aIIUTHI
uHpOpMallUd  JOJKHBI ~ OBITh  peallu30BaHbl 1O  COBPEMEHHBIM  DELICHUSM, OOOCHOBaHBI
C TOYKM 3pEHMsI JOCTH)KEHHS 3aJaHHOTO YPOBHS 3alIMIIEHHOCTH HHQOpPMAIMM U SKOHOMUYECKOU
1eJIeCO00pPa3HOCTH, @  TakXkKe  COOTBETCTBOBATh  YCTAHOBJIEHHBIM HOpPMaM U TpeOOBaHUIM
o 0e3onacHOCTH MHGOPMAIUH.

IpuHuun npogeccuonaainzma

Peanuzanus mep 3amuTel MHGOpPMAMM M SKCIUTyaTalUsl CPEACTB 3allUThl MH(OpPMALUU JOJDKHA
OCYILIECTBIATHCS MPO(HECCHOHAIBHBIMU CIEIUATUCTaMH.

[IpuBneueHune cnenuaaTu3UPOBAHHBIX OPTaHU3ALNN K pa3pabOTKe CPECTB U peain3alii Mep 3allUuThl
uHpOpMalUY, MOATOTOBICHHBIX K KOHKPETHOMY BHIY JEATEILHOCTH IO OOECHeueHHI0 Oe301acCHOCTH
MH(OPMALIMOHHBIX PECYPCOB, UMEIOIIHX OIBIT MPAKTUYECKON paOOTHI U JTUIICH3UHU HA IPABO OKA3aHUS YCIyT
B 3TOU 00JIaCTH.

IpuHIMN MUHUMHM3AIUU IPUBUJIET U I10JIb30BaTe el



OObecnieyeHre MOJB30BaTENICd MPUBUICTUSIMA MHUHHUMAJIBHO JOCTAaTOYHBIMU ISl BBITIOJHEHUS WMHU
CBOHUX JIOJDKHOCTHBIX 00si3anHOCTel B ' BJIOY Ne 74 .

4  OCHOBHBIE TPEBOBAHMUA 110 3AIIUTE UH®OPMAIINHU
OT'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl HMHPOpPMAIMU JOJDKHA TMpPEaycMaTpUBaThb KOMIUIEKC OpPraHU3allMOHHBIX,
OPOrpaMMHBIX W MPOrpaMMHO-AIMApaTHBIX CPEACTB W Mep MO 3ammre HHPOpMAMU B IpoLecce
ee 00paboTKH.

Brimonnenue TpeGoBaHM JOCTUTAETCS 32 CUET pealn3aluy Ha 00BbEKTax MH(POpPMATH3AIMH MEp IO
3amuTe HHPOpMaIIH:

UACHTU(DUKAINN U ayTeHTU(UKAINH CyOBEKTOB I0CTYIa U OOBEKTOB JIOCTYIIA;

YIOPaBIEHUIO JOCTYIOM CYOBEKTOB JOCTyNa K 00bEKTaM JI0CTYIIa;

OTrPaHUUYEHUIO IIPOIPAMMHON Cpeibl;

3allUTE MALIMHHBIX HOCUTENEH NePCOHAIbHBIX JaHHBIX;

perucrpanuu coObITHI 0€30MaCHOCTH;

AHTUBHUPYCHOU 3aILNUTE;

O00HAPYKCHHUIO BTOPKCHHIA,

KOHTPOJIIO (aHAIK3Y) 3alIUIIEHHOCTH MEPCOHANBHBIX JaHHBIX;

00€ECTIeYEeHHUIO [IEIIOCTHOCTH MH(POPMAITMOHHOW CHCTEMBI U IEPCOHATIBHBIX TAHHBIX;

00eCneueHnI0 JOCTYITHOCTH ePCOHABHBIX JaHHBIX;

3alUTHI CPElbl BUPTYAIU3ALINN;

3alUTHl TEXHUYECKUX CPEICTB;

3anIUThl HH()OPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBS3H U TIepeIadnl JaHHbIX;

BBISIBJICHUIO MHIUJEHTOB U pEarupOBaHKUE HA HUX;

yIpaBIeHUIO KOH(UTrypanueli HH()OPMAIIMOHHONH CHCTEMBI M CHCTEMBI 3alIUTHI MEPCOHAIBHBIX
JAHHBIX.

I'BIOY Ne 74, kak obnagarens HHGpOpPMAIMH OTPAHHUYECHHOTO JAOCTYIIA, PU OCYIICCTBICHUN CBOUX
npaB 00s13aH:

coOJII0AaTh MpaBa U 3aKOHHbIE MHTEPECH! MHBIX JIUIL;

IIPUHUMATh HEOOXOAUMBIE MEPHI 10 3aLUTE HH(POPMALIUH;

OTpaHMYMBATh JOCTYN K MH(pOpMAllUHU, €ClIM Takas O0O0s3aHHOCTb YCTAHOBJIEHA 3aKOHOAATEIbCTBOM
Poccuiickoit @enepanuu.

B Ttom uncnie I'BJIOY Ne 74 | BripaBe ecnu MHOE HE TIPEIYCMOTPEHO 3aKOHOAATENIbCTBOM Poccuiickoi
denepanuu:

pazpelaTh WK OTpaHNYMBATh JOCTYI K MHPOPMAIINH, ONPEAEIIATh HOPAIO0K U YCIOBHUS TaKOT0O JOCTYTIA;

UCMOJIb30BaTh MH(POPMAIUIO, B TOM YHCIIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHHUIO;

nepeAaBaTh WHGOPMAIMIO JAPYTUM JIMIIAM Ha YCTAaHOBJICHHOM 3aKOHOJATEIhCTBOM Poccuiickoit
denepanivi OCHOBAaHUY;

3alMIIAaTh YCTaHOBJIEHHBIMH 3aKOHOJaTeNbcTBOM Poccuiickoit @enepanuu cnocodamMu CBOU IpaBa B
cllyyae He3aKOHHOT'O TOJTy4eHUs] HH(POPMAIIUH UIH €€ HE3aKOHHOTO MCTOIb30BAHUS HHBIMU JIHLIAMHU;

OCYILIECTBIISATh UHbIE ACUCTBUS ¢ MH(OpMaLIMel UTU pa3peliaTh OCYHIECTBICHUE TAKUX JEHCTBHM, eclin
9TH JeNCTBUS HE IIPOTUBOpEYAaT benepaabHbBIM 3aKOHAM u JIpYTUM
HOPMaTUBHO-TIPaBOBBIM akTaM Poccutickoit denepanuu.

3ammra uHGOpPMALMK OTPAaHUYEHHOIO JOCTYMa MPEeACTaBIseT coO00M MPUHATHE OPraHU3alMOHHBIX U
TEXHUYECKUX Mep, HalpaBJICHHbIX HA!

coOmoieHe  KOHGUACHIIMATBLHOCTH HMHGOpManu  (MCKIIOUYEHHE HENPaBOMEPHOro JOCTYyIa,
KOIMPOBAHUS, IPEOCTABIICHUS WIIM PACIIPOCTPaHEHUs HHGOPMAIUH);

o0ecreyeHre 1eI0CTHOCTH MH(popMaIun (MCKIIOUEHHE HEPaBOMEPHOTO YHUUYTOXKEHUS
WK MOAU(PUIMPOBAHUS HHPOPMAIUH);

peanu3aluio IMpaBa Ha JOCTYHn K HH(popManuu (MCKIOYEHHE HEMPaBOMEPHOro OJOKMPOBAHUS
nHpopmManun).

CpenctBa 3amuThl MHQOPMALUU BHEAPSIOTCS 10 pe3yabTaraM MPOBEICHUS OLEHKH pPHUCKOB
MH(POPMAIIMOHHOH 0€30MacHOCTH.

Opranusanus 3ammThl HHGOPpMALUKH



Ilpn oprasmszammum B Komwmrer 3ammThl MH(OpMannu, TODKHBI BBIIONHATHCS TPEeOOBaHMS
®enepanbHoro 3akona ot 27.07.2006 Ne 149-d3 «O6 uHpopmannu, HHOOPMAIIMOHHBIX TEXHOJIOTUAX U O
3aImuTe uHpopManun, KOTOpBIE PETyIHUpYIOT OTHOUICHUS, CBSI3aHHBIC
C YCTaHOBJICHUEM, U3MEHEHUEM M IPEKpalleHueM pekruMa o0paboTku 3ammiaeMoil nadopmarun. B Tom
qucie TpeOOBaHMSA O 3aluTe HHPOPMAIHH, HE COCTABISIOIICH TOCY/IapCTBEHHYIO TalfHY, COJeprKallencs B
rOCy/IapCTBEHHBIX MH()OPMAIIMOHHBIX cucTeMax yTBepkaeHHbIe mpukazoM ®CTOK Poccun ot 11.02.2013

No 17 «O06 YTBEPKJICHUH TpeOOBaHMI 0 3aInTe uHpopmaruu,
HE COCTABIIAIONICH TOCYIapCTBEHHYIO TalHy, COJEpKalleiicss B TOCYJAapPCTBEHHBIX HWH()OPMAIMOHHBIX
crcTeMax» TUIst rOCyJapCTBEHHBIX WH(POPMAIMOHHBIX CHCTEM o KOTOPBIM

I'BAOY Ne 74 sBnsiercs OnepaTtopom.
B I'BJIOY Ne 74 momumo peanu3aiyi OCHOBHBIX MEp 3allliThl HHGOPMAIMH OCYIIECTBIISICTCS:

perynsipHas OLICHKA u yIpaBJIeHUE  PUCKaAMH nH(popManOHHON 0e3omacHOCTU
B COOTBETCTBHH C YCTAHOBJICHHBIMH IIPOLIEAYPAaMH B 00JIACTH YIIPaBICHHUS PUCKAMH;
nH(POPMHUPOBAHNE, o0yuyeHue u MIOBBILICHUE KBaJTU(UKALIIH pabOTHUKOB

I'BAOY Ne 74 B chepe nnbopManmoHHOM 0€3011aCHOCTH;

METOAMYECKas TOMOIIb Pa0OTHUKAM B BOIIpOcax odecredeHnss HHPOPMAIIMOHHOH 0€3011acHOCTH;

aHaJIM3 ¥ [TOMCK BO3MOKHOCTEH 10 MOBBILICHUIO YPOBHS 3aIIUIIEHHOCTH HH(POPMALIUH.

Juis opranmsanuu 3ammthl nHGopMmanuu, ['BJIOY Ne 74 BmnpaBe mMpuUMEHSTH CPEICTBA M METOJIBI
TEXHUYECKON 3alluThl, MpeANpPUHUMATh JApYyrue, He IpOTHUBOpevallue 3aKoHoAaTenbcTBY Poccuiickoit
®enepannu, MEpHI.

B pamkax obecriedyeHus 3amuThl MH(OpMALUHM, B paMKax TPYJOBBIX OTHOIIEHUH HEOO0XOIUMO
O3HaKOMHUTb I10JI POCHUCH PAOOTHUKOB, JOCTYH KOTOPbIX K HMH(OpPMAalMM OTrPaHUYEHHOro JOCTYIIa,
HEOO0XO/AUM JJIsl BBIIOJIHEHHUS MMM CBOMX JIOJDKHOCTHBIX OOs3aHHOCTEHM, ¢ mHepeyHeM HH(pOpMaLuu
OrpaHUYEHHOr0 A0CTyNa, U MpuHATEIME B ' BJIOY Ne 74 Mepamu 3amuThl HHGOpPMALIUH.

Oco00eHHOCTH 3a1IHUTHI NEPCOHAJIBLHBIX JAHHBIX

I[Ipu opranmszanum obOpabotrkn B ['BJAOY Ne 74 mnepcoHATBHBIX JaHHBIX HEOOXOIUMO
pPYKOBOACTBOBaThbcs  TpeOoBanusimu  DepepanbHOro  3aKOoHa  OT 27.07.2006  Ne  152-@3
«O nepcoHANbHBIX JaHHBIX).

Ilepeuenp Mep, BbIMONHEHHE KOTOpbIXx obOecneunBaer ['BJIOY Ne 74 B kauyecTBe omeparopa
MIEPCOHANBHBIX JJAHHBIX, TOJIKEH BKIKOYATh:

HaszHaueHue B ['BJIOY Ne 74 oTBeTCTBEHHOrO 3a OpraHu3aluio 00paboTKH MEPCOHATBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEAEIAIONINX TpaBujia B OTHOUIEHUH 00pabOTKH MEePCOHAIbHBIX JaHHBIX
B KomureT, T0KaIbHBIX aKTOB 10 BOIPOCaM 00pabOTKH MEPCOHANBHBIX IaHHBIX;

MIPUMEHEHHUE OPTaHU3allMOHHBIX U TEXHUYECKUX Mep M0 0OecreyeHno 0e30MacHOCTH MEePCOHANbHBIX
JaHHBIX B COOTBETCTBMM  cOo  crateel 19  ®degepanbHOro  3akoHa  OT 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBINOJIHEHUE TPeOOBaHUI MO COCTaBY M COJIEP)KAHMIO OPraHU3AIMOHHBIX U TEXHUYECKUX Mep II0
oOecrniedyeHn0 0e30MacHOCTH IMEPCOHANbHBIX JAHHBIX MPH MX 00paboTke B MH(GOPMAIMOHHBIX CHCTEMax
NEePCOHAIBHBIX JaHHBIX, YTBepkAEHHBIX [Ipnkazom @CTOK Poccun ot 18.02.2013 Ne 21 «OO6 yTBepxkaeHun
cocTaBa W COJAEpKAHMSI OPTraHMU3AllMOHHBIX M TEXHUYECKUX Mep M0 olecnedyeHnto 0e30MmacHOCTH
NEPCOHATBHBIX JAHHBIX NMPH UX 00paboTke B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIXY,

OLICHKY Bpela, KOTOpbIi MOXET ObIThb MPUYUHEH CyOBEKTaM MEPCOHANbHBIX  JIaHHBIX
B cinyuae HapymeHuss @enepanpHoro 3akoHa Ne 152-dD3, CcoOTHOIIEHHME YKa3aHHOIO Bpena
U TPUHUMAaEeMbIX OIEpaTOpOM Mep, HaIpaBIEHHBIX Ha o0ecreuyeHue BBIMOJIHEHHUS OO0sS3aHHOCTEH,
npenycMorpeHHbIx denepanbHbiM 3akoHOM Ne 152-D3;

o3HakomsieHne pabotukoB ['BJIOY Ne 74, HemocpenCTBEHHO OCYIIECTBISIONIMX 00pabOTKY
NEpCOHANBHBIX  JIaHHBIX, C  TOJOXKEHUSIMH  3aKoHojarenbcTBa  Poccuiickoit  ®Penepanuu
O TMEepPCOHANBHBIX AHHBIX, B TOM 4HCJIE TPEOOBaHUSAMH K 3aIIUTE MEPCOHAIBHBIX JaHHBIX, TOKYMEHTAMH,
omnpenemnsonmmu Tpedosanust 'B/I0OY Ne 74 B oTHOEeHHN 00pabOTKU MEPCOHANIBHBIX TaHHBIX U 00y4eHHeE,
IIpU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

ObecneueHne 6e30MaCHOCTH MEPCOHATBHBIX JaHHBIX JOCTUTAETCs, B YACTHOCTH:

OIIpeACIEHUEM yrpo3 " HapyluTenen 0e30macHOCTH MEePCOHAIBHBIX JTAHHBIX
pu uX 00padoTKe B MHPOPMAITMOHHBIX CHCTEMax NMEPCOHATBHBIX JTaHHBIX;

ONpEACIEHUEM  YPOBHSA  3AIIMIIEHHOCTH  MEPCOHAIBHBIX  JAHHBIX B COOTBETCTBUHU
¢ tpeboBanmsimu Iloctanosnenust [IpaBurenscrtBa Poccmiickoit @eneparuu ot 01.11.2012 Ne 1119 «O6



YTBEP)KICHUM  TpeOOBaHM K  3alUTe  TEPCOHANBHBIX  JAaHHBIX  NOpu  uUX  00paboTKe
B MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX TAHHBIX);

MPUMEHEHHEM TPOIIEANINX B YCTaHOBJICHHOM TOPSIKE MPOIEAYPY OICHKH COOTBETCTBHS CPEICTB
3alUThl HH(pOpMaIuH;

OLICHKOM J(PPEKTHBHOCTH TNPUHHUMAEMBIX MEp 10 3allUTe TEPCOHANBHBIX JaHHBIX JI0 BBOJA
B AKCIUTyaTaIlio HHHOPMAIIMOHHON CHCTEMBI IIEPCOHAIBHBIX TaHHBIX;

BOCCTAaHOBJICHHEM IEPCOHANILHBIX JJAHHBIX, BCICICTBHE MOMYYCHUS HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
K HUM;

YCTaHOBJICHMEM  MpaBHJ  JIOCTyma K NEPCOHANBHBIM  JTAaHHBIM, 00pabaTbIBaeMbIM
B UMH(POPMALIMOHHBIX CHCTEMaX IEPCOHAIBHBIX JAaHHBIX, a TaKkKe OOECIIEYCHUEM pPEerucTpalnuu
M ydera BCeX JCHCTBUH, COBEPIIAEMBIX C IMEPCOHAIBLHBIMU JaHHBIMH B WH(QOPMAIMOHHBIX CHUCTEMax
MEPCOHANTBHBIX JJAHHBIX;

KOHTPOJIEM 32 IPUHUMAEMBIMUA MEPAaMH IO 3alIUTEe NEPCOHATBHBIX JAHHBIX U ONPEACICHHOTO YPOBHS
3aIUIIEHHOCTH MH(POPMALIMOHHBIX cucTemMax MEPCOHATBHBIX JTAHHBIX B nporecce
€e IKCIUTyaTaluy.

5 OCHOBHBIE TPEFOBAHUS K ITPOIIECCAM OBECHEYEHUA UH®OPMAIIMOHHOM
BE3OITACHOCTH

Metoanyeckoe pyKOBOJICTBO, pa3pabOTKy pEHICHUH 110 3amuTe HHPOPMALUH, COTJIACOBAaHUE BBIOOpa
CPEIICTB BBIUMCIUTEIBHOM TEXHUKH, MPOrPaMMHBIX M MPOrPaMMHO-AIIAPATHBIX CPEACTB 3aIUThI
nHbOpPMAIUY, OPTaHU3AIMIO PA0OT MO BBISBICHUIO BO3MOXKHOCTEH U MPERYNPEKICHUIO YTEUKH U CBOWCTB
3amuiiaeMoil mHGoOpMaluu, aTTecTaluio OOBEKTOB HH(POpPMATH3AlMU OCYIIECTBISAIOT KOMIETEHTHbBIE
pabotauku ['BJJOY Ne 74.

du3znyeckas 0e30MaACHOCTH

[IpuHsTHIE OpraHU3alMOHHbIE U TEXHUYECKUE Mepbl 110 3auiuTe nomenienuit '6/I0Y Ne 74, cepsepHoro
U KOMMYTallMOHHOTO  00OpyAOBaHHWs, aBTOMATU3UPOBAHHBIX  padOYUX  MECT  MOJb30BaTesen
nHpopmannoHHbIX cucteM ['BJIOY Ne 74 obecrieunBarOT peaan3aiuio CICIyIINUX Mep TI0:

pasrpaHnyeHuio goctyna paboTHukoB B momenienuss ['BJIOY Ne 74 B cOOTBETCTBHH C UX
MTOJIHOMOYUSIMU U JTIOJKHOCTHBIMH 00513aHHOCTSMU;

peructpanuu GakToB BXo/1a paOOTHUKOB B TOMEIIEHHUs, B KOTOPBIX BeAETCS 00pabOTKa MePCOHATbHBIX
JTAHHBIX;

KOHTPOJUpyeMoMY MpeObIBaHu0 nocTopoHHUX ULl B ' BJIOY Ne 74 B momerieHus, B KOTOPBIX BEAETCS
o0paboTKka MHPOpPMAIMK OTPAaHUYEHHOTO JIOCTyIa U pa3MelIeHbl annapaTHble CpeAcTBa NH()OPMAIIMOHHOM
CHUCTEMBI,

OpraHu3aIfy PeKMMa KOHTPOJIIMPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(OpPMAITUH.

ITomemenus 'BJIOY Ne 74 nomxHbI 66T 000PYAOBaHbI IETEKTOPAMU OTHS U JIbIMa, OTHETYIIUTEISIMH,
CUCTEeMaMHU KOHIUIIMOHUPOBAaHUS BO3/yXa, CPEICTBAMU OXPAHHO-TI0’KaPHON CUTHAIU3AIUH.

OcHoBHOE cepBepHOE U KoMMyTanroHHoe obopynoBanue ['6JIOY Ne 74 nomkHO OBITH 3alIMIIEHO OT
nepe0oeB B I0Jaye 3JIEKTPOIHEPTUU MYTEeM IMOAKIIOYEHUS K 3JIEKTPOCETH C MPUMEHEHHUEM HCTOYHHMKOB
OecriepeOOIHOTO TMHUTaHUS W PE3EPBHOrO Ju3elb-reHeparopa. McTouyHukM OecrnepeOOHHOro NHTaHUS
HEOOXOMMO PETYJSIPHO TECTUPOBAThH M TMPOBEPATH YyMOJHOMOUeHHBIM pabdoTHukam ['BJIOY Ne 74 B
COOTBETCTBUM C PEKOMEHIALIUAMU IPOU3BOJUTES.

[TopraTuBHBIE TEXHUYECKHE CPEJCTBA HE JOJKHBI OCTABATHCS 3a MpelelaMU KOHTPOIUPYEMON 30HBI
I'BAOY Ne 74 6e3 koHTpost co cTopoHbl paboTHUKOB [ BIOY Ne 74 .

Be3onacHocTh Ha paGouem mecTe

3anpemiaerca BECTH 3allUCh IMapoJied B OTKPBHITOM BUJE Ha MaTepHAIbHBIX HOCHUTEI,
3a UCKJIFOUYEHUEM CITy4aeB, PErJIaMEHTHPOBAHHBIX METOJIOB XpaHEHHUSI.

JIOKyMeHTBI ¥ HOCHUTEIM C uH(pOpMamMell OrpaHUYEHHOTO JOCTyNa JOJDKHBI  yOupaTbes
B omedarbiBaemble Mecta  (ceidr, mKadel W T.aI.), TpU yxome C pabodero  Mecra.
Ha aBromarusupoBanHoM pabouem mecte Ilonp3oBarens pabodasi ceccus JoDKHA OBITh MpepBaHa, padbounit
CTOJ 3a0JI0KMpOBaH. BXxo/ mop30BaTelNs B CUCTEMY HE JI0JKEH BBIMOIHATHCS aBTOMAaTHYECKH.

JIOKyMEHTBI, coaepiKaliie WH(GOPMAIMI0O OTPAHUYEHHOTO IOCTYMNa, JOJDKHBI Cpa3y HM3bIMAThCS U3
MeYaTamux yCTpocTB. [l yrunm3anuu KOH(DHUIEHIIMAIBHBIX JOKYMEHTOB, JIOJDKHBI HCIIOJIB30BATHCS
YHUYTOXKUTENIU JOKYMEHTOB HE HIKe 4 YpOBHS IO CTaHAapTy O€30MacHOCTH, NPUMEHSEMOMY K
YHUUTOXUTEISIM JTOKYMEHTOB.



IIpu ucnosnb30BaHMM MOOMJIBHBIX TEXHHYECKHUX CPEICTB HEOOXOIMMO COOJIOJAaTh JAONOIHUTENIbHBIE
Mepbl MO perjiaMeHTallud W KOHTPOJIO HCIOJb30BaHUS B HH(MOPMAIIMOHHONW CHCTEME MOOMIBHBIX
TEXHUYECKHUX CPEJCTB.

Haxoxzaenue npencraBuTeneil FOpUINYECKUX JIUI B paMKaX UCIIOJHEHUS JI0TOBOPHBIX 00s13aTENIbCTB B
IIOMELICHUAX, B KOTOPBIX BeleTrcs oOpaboTka MH(OpPMALMU OrpaHUYEHHOI'O JOCTyHa HMH(GOpMalMOHHON
CUCTEMBI, BO3MOXKHO TOJBKO B compoBoxaeHuu padotHuka ['BJIOY Ne 74 nomymeHHOTO 10 00paboTKH
TaKkoi nH(popMaLHH.

Pa3mMernienne TeXxHUUECKUX CpeIcTB BbiBoAa nH(popmaruu B nomemieHusx I'bJIOY Ne 74 mpousBogurcs
C YYETOM HCKIIIOYEHHsS] BO3MOXXKHOCTH BHM3YaJIbHOTO MPOCMOTpa MH(MOPMALMU INOCTOPOHHUMHM JIUIAMU U
pabOTHHKaMH, HE IOMYIIEHHBIM K paboTe ¢ JaHHOM HH(pOpMaIHeH.

TexHuueckue cpeicTBa JOJKHBI pa3MeIaTbCs M XPAHUTHCA TAaKUM 00pa3oM, 4YTOOBI COKPATUTH
BO3MOJKHBIN PUCK IIOBPEKICHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Texuuueckoe 00cay:xkUBaHNEe 000PYA10BAHMS

Texuuueckue cpencrtsa ['BJIOY Ne 74 nomxHbI MPOXOJUTH Ha PEryJIsiPHOM OCHOBE CEPBHCHOE
00CITy’)KUBaHHE B COOTBETCTBUU C PEKOMEHIALUSAMHU [TPOU3BOANUTEINIEH 000py10BAHUS.

PeMoHT U cepBuCHOE OOcCiIyXHBaHHE€ OOOpYJOBaHMS  JOJDKHBI  BBINOJHSITHCS — TOJIBKO
KBAJIM(PULIUPOBAHHBIMU CIIELUAIHACTAMH.

TexHnueckoe oOciay)MBaHUE 00OPYIOBaHUS CTOPOHHUMH OpraHU3alUsSMU HE JOJKHO IPUBOJUTH K
PHUCKY HapylIeHHUs KOH(HUISHIMATbHOCTH 3allUIIIaeMOi HHPOPMAaLIUH.

B3aumopneiicTBue ¢ TpETbUMH JTHLAMH

B uensx o6Gecneuenns wuHpopManmonHoit OezomacHoctd ['BJIOY Ne 74 mpu B3auMopeicTBUU
C TPETBUMH JIMLIAMU JIOJKHO BBIIOJIHATH CICAYIOLIUE MEPOIPUATHS I10:

3aKJIFOYEHUIO COTJIAIIEHUs O HepasIJlalleHud MHPOpPMALUU OrpaHMYEHHOTO JO0CTyHa MOJYyYEeHHOH B
X0/1€ UCTIOJIHEHUS JOTOBOPHBIX 0053aTENbCTB;

OCYILIECTBICHUIO KOHTPOJIA 3a JCHCTBUSAMM IPEACTABUTEICH KOHTPAareHTOB B  Ipejaenax
koHTpospyemoii 30861 [ BJIOY Ne 74,

YnpasiieHue »KU3HCHHBIM IMKJIOM HHGOPMALMOHHBIX CHCTEM

MepomnpusiTus B Ipoliecce >KM3HeHHOTo Iukiia nHpopMannoHHbix cucteM ['BJIOY Ne 74 nomkHbI OBITH
HarpaBJIeHbl Ha 0OecreyeHne 3aIuThl HHPOPMALUH ITPU BBOJIE B JICHICTBHE, SKCIUTyaTaI[H, COPOBOXKAECHUN
Y MOJIEPHU3ALIMH, BBIBOAA U3 DKCILTyaTalluH.

OcHoBaHMeM IpH pa3paboTke MHOOPMAIIMOHHBIX CUCTEM JIOJIKHBI SIBIATHCS PELICHUS NMPHUHATHIE Ha
CTaauu (dhopmupoBaHus TpeOoBaHUil, cojepxanie TpeboBaHus B TOM YUCIIe
[0 CUCTEME 3aIIUThl HHPOPMALIUH.

JIro6oe m1aHupyeMoe K BHEIPEHUIO U3MEHEHNE HHPOPMAIIMOHHOM CHCTEMBI ITPEIBAPUTENIBHO JTOJIKHO
OBITH MPOAHATU3UPOBAHO HA COBMECTHMMOCTb U OTCYTCTBHME HapylIeHMH pabOTOCIIOCOOHOCTH CHCTEMHBIX
KOMITOHEHTOB B TOM YHCJI€ CPE/CTB 3alUThl HHPOPMAaILIUH.

PaboThl Mo MozepHU3aMKU UH(OPMAIIMOHHON CHUCTEMBI, B TOM YHCIIE 110 YCTAaHOBKE MPOTPAMMHOIO
oOecrnieueHns U OOHOBIIEHUH, JOKHBI IPOBOIUTHCS B Hepabouee BpeMsl WM BpeMsi HaMMEHbIel padboueit
Harpys3kKu.

[Ipu BBIBOAIE M3 KCIUTyaTalluy HH(OPMALIMOHHBIX CUCTEM JIOJKHO 00ECIeUnBaThCs FapaHTUPOBAHHOE
yaaneHue oopadaTeiBaeMoi U XpaHUMOW B HUX HH(OPMAIIMH C UCTIOIB30BAHNEM CPEACTB T'ApaHTUPOBAHHOTO
YHUUTOKEHUS MH(OPMALIUU UITH ITyTeM (U3NYECKOTO YHUUTOKEHHSI HOCUTeNel HH(OpMaIIUU.

Bce mpouenypsl oOecrneueHust 3amMThl MHpOpManuu, ycraHoBieHHble B [BAOY Ne 74
B OTHOUIEHMH WH(OPMALMOHHBIX CHUCTEM, JTOJKHBI BBIIOJHATHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMHU
JMIIAMU 32 OpTaHU3aIMio padoT Mo 3aiuTe HHPOPMaLUH.

KoHnTpoJs nocryna k uHGOPManHOHHBIM CHCTEMAM

Bce pabotnuku I'BJIOY Ne 74, nonymieHHsle K paboTe ¢ MH()OPMAIMOHHBIMU CHUCTEMaMH, HECYT
MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 HAPYILIEHUS! YCTaHOBJICHHOIO OpsiKa 00paboTKH HHPOPMAIUH.

VYpoBeHb mNoMHOMOYMI monb3oBarenss B HHopmamumonHoi cucreme I['BJIOY Ne 74 nomken
OTIPEIETIATHCS B COOTBETCTBHUHU C €r0 JOHKHOCTHBIMU O0S3aHHOCTSIMHU.

Hoctyn nonbk3oBareneil k uHGopManmonHbiM cuctemMam ['BJIOY No 74 nomkeH KOHTPOJIHPOBATHCS
aJIMUHUCTPATOPOM MH(OPMAIIMOHHON CUCTEMBI.

OcymecTBieHHE  PETYJIAPHOTO  KOHTPOJS — BBIIOJIHEHHS  OPraHU3allMOHHO-PACIOPAIUTENBHBIX
JTOKYMEHTOB, KacaloLIMXCs periameHrtanuu jomycka pabotnukoB ['BJIOY Ne 74 k uH(bOpManMoOHHBIM
CHUCTEMaM.



Nnentnduxanusa u ayreHTUHPUKATMS

JlocTyn mosb3oBaTeneil K MH(OPMAIMOHHBIM CHUCTEMaM JIOJKEH HPEIOCTaBISATHCS TOJBKO IOCHE
YCIIEUIHOTO 3aBEPLICHUS UACHTU(PHUKALNY, ayTeHTU(DUKALIUH.

[Tonyyenue mosbp30BaTeIeM UMEHU B MH()OPMAITMOHHOW CHCTEME U Mapodisi, KOTOpbIe 00eCTIeYnBaOT
JOCTYH K MH(POPMALMOHHON CHUCTEME, TOJDKHO OCYIIECTBIIATHCS 10 IPEACTABICHUIO PYKOBOJUTES.

YnpasiieHue 10CTyIOM

B I'BIOY Ne 74 nomKHO OCYIIECTBIITHCS YIPaBICHHE TOCTYIIOM K HWH()OPMAIMOHHOW CHUCTEME
IIOCPEACTBOM peann3ali He0OXOIMMBIX METO/I0B, TUIIOB U ITPaBUJI pa3rpaHUUEHUS 1OCTYIIa [10JIb30BATEISIM
nHopmanuonnoit cucrembl I'BJIOY Ne 74 . B Tom umcie obecrnievyeH 3allUIEHHBIN YIAICHHBIA AOCTYI
CYOBEKTOB JIOCTYyIa K 00BEKTaM JOCTYIA Yepe3 BHEIIHNE HHPOPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH.

be3onacHocTs mpu padoTe ¢ HOCUTEIAMH MH(OPMATUT

Paborauku ['BIOY Ne 74 nomkHBI HCTIOJIB30BAaTh TOJIBKO YYTCHHbBIE ChEMHBIE MAIIMHHBIE HOCHTEIN
uHGOpMaLUU [T BBIIIOJHEHUS CBOUX JOJKHOCTHBIX 00si3aHHOCTEH. Mcnonp30BaHNE ChEMHBIX MAIIMHHBIX
Hocureneit uapopmanyu B 'BJJOY Ne 74 B MHBIX HENSAX CTPOTO 3aMPEIICHO.

CbeMHblEe MallMHHBIE HOCUTENHM HH(GOpPMAlMM JOJKHBl XpaHUTCA B OIE€YaThIBaeMbIX IKadax, B
MOMEMICHUAX B KOTOPBIX IPEAYCMOTpEHa 00paboTKa HH(POPMAITUK OTPAHUISHHOTO JOCTYIIA.

B cnywae kpaxxu wiM noTepu ChEMHOIO MAIIMHHOIO HOCUTENs HH(QOpPMalUMU, a TakXke HHBIX
MHIMJICHTOB, KOTOPbIE MOTYT NPUBECTH K HAPYIICHHIO CBOWCTB MH(POPMALUU OTPAHUYCHHOTO JIOCTYIIA,
JOJKHBI IPOBOJUTHCS MEPONPUATHS 10 pacciael0BaHUIO TAKUX MHIIUICHTOB.

[Ipu BBIBOAE W3 OKCIUIyaTallud CHEMHOTO MAIIMHHOTO HOCHTENsT HH(OpMAIH, BCE JaHHBIC,
XpaHsIIMecs Ha HEM, JOJDKHBI OBbITh yJaJleHbl ONPEeICHHON KoMuccuel U3 yuciaa pabOTHUKOB, CPEICTBOM
rapaHTHPOBAHHOTO YHUYTOKEHUS HH()OPMAIIHH.

@DaKT yHUUYTOKEHHsI MHPOPMALUU HA CHEMHOM MAallMHHOM HOCHTeJe MHpOpMaluu (GUKCUpyeTcs B
aKTe 00 YHUYTOKEHUU HH(DOPMAINK CO CheMHOTO MAITMHHOTO HOCHUTEINS WH(POPMAIIHH.

Perncrpanus coobITHi

B TBAOY Ne 74 nomkHa  OCYHIECTBISTHCA  PETUCTpallMUd  COOBITUH  0€30MacHOCTH
Ha BceX KoMmoHeHTax uH(opmarmonHslx cucreM ['BJIOY Ne 74, B koTOpbIX 00pabaThiBaeTCs 3aliuiaeMas
uH(popmanus.

AHTHBHPYCHAsI 3A1IUTA

B menax oOHapykeHuss M YyCTpaHeHUs BpedoHOCHBIX mporpamMm B ['BJIOY Ne 74 nomxkHbl
UCMOJIb30BATHCS CPEJICTBA AHTUBUPYCHOM 3alIUTHI HHPOPMALIHK.

OO0s13aTeIbBHOMY KOHTPOJIIO CPEJICTBOM AHTHBUPYCHOW 3allluThl MH(OpPMALMM JI0JKHA MOJJIEKaTh
mob6as uHpopmanus (TekcToBble (ainbl MOObIX (hopMaTOB, (ailabl JaHHBIX, UCHOJHAEMBbIE (ailibl),
rmoJryyaemast 5 nepegaBaecMast o JIOKQJIbHOM BBIYMCIIATEIILHOM ceTn
B TOM YHCJIE M CETSIM OOLIEro MoJb30BaHMSA, a Takke HWH(pOpMalMs, XpaHUMas Ha CbEMHBIX MaIIMHHBIX
HOCHUTENSX UH(OPMALINH.

ITpu ycTaHOBKE IPOrpaMMHOT0 0OECTIE€YEeHU s UM €T0 OOHOBJIEHHUS HA CEBEpPHOE 000PYI0BaHHE JI0JIKHA
aBTOMATHUYECKU BBINOJHATHCA MpeABapUTEIbHAsT MPOBEPKAa JaHHOTO IPOTPAMMHOIO OOecreueHus: Ha
OTCYTCTBHE BPEOHOCHOT'O ITPOrPaMMHOI0 00eCieueHHsl.

Oo6noBneHne 0a3 CUTHATYp AJISl CPEJICTBA AaHTUBUPYCHOM 3aIIUTHl HHPOPMAIH JOHKHBI OOHOBIISTHCS
€KETHEBHO.

[Tons3oBarenn 0e3 paB aJMUHHUCTpaTOpa MH(OPMALIMOHHON CHUCTEMBI
I'BJIOY Ne 74 He MOJKHBI UMETh BO3MOKHOCTH MOJYYEHHUs JOCTyNa K KOH(UIypaluu aHTUBHPYCHOTO
CpEICTBA 3aIIUTHI UJIU €r0 OTKIFOYESHHUS.

KoHTpoJ1b 3211MIIICHHOCTH NEPCOHAIBHBIX JAHHBIX

B nensx nckioueHus dKCIulyaTaluy ysi3BUMOCTEH MporpaMMHOI0 00ecriedeH sl TOJIKHBI TPOBOAUTCS
paboThI 1o BBISIBJICHMUIO, aHAIN3Y ySI3BUMOCTEN MH(POPMAIMOHHOM CHUCTEMBI
U ONEpaTUBHOE YCTpaHEHHE BHOBb BBISBIECHHBIX YSI3BUMOCTeH. B TOM umcine opraHuzanusi KOHTPOJIS
YCTAHOBKHM OOHOBIJIEHUS POTPaMMHOT0 00ecTiedeH s BKIII0Yasi CPEACTB 3alIUThl MH)OPMAIIH.

Hcnonb3oBanue nporpaMMHOro odecrneveHust

Bri6op nporpaMMHOro obecredeHus s NpOU3BOJICTBEHHBIX HYX 1 KOMUTET NOKeH MpOU3BOIUTHCS
B IIPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOTO B ENMHBIN peecTp pocCHNCKUX POrpaMM JUIsl 3JIEKTPOHHBIX
BBIUMCIIMTENIBHBIX MallMH U 0a3 JaHHbIX. B ciyuae orcyrcrBus aHanora B EnnHOM peectpe pocCHMCKHX
IIpOrpaMm TUISL AIIEKTPOHHBIX BBIYHCIUTEIBHBIX MalIiH
u 0a3 JaHHBIX JOMYCKAETCs UCIOIb30BATh IPOrPAMMHOTrO 00ecrieueHre UMIIOPTHOTO IPOU3BOCTBA.



Hcnosab3oBanue cpeacTs Kpunrorpaguyeckoi 3amuTbl HHPOpMALHNHU

Obecneuenne 3amuUTHl MHPOPMALUU OrPAaHUUYEHHOTO JOCTYHa OT pPACKPBITHS, MoaupuKanuu
M HaBsA3bIBaHMA (BBOJA JIOKHOM MHQpoOpManuu) TMpu ee mnepepade (MOATOTOBKE K Iepernaye)
10 KaHaJlaM CBSA3HM, UMEIOIUM BbIXOJ 32 MPEEsIbl KOHTPOJIUPYEMOM 30HBI 00ECIIEUnBAETCS IPUMEHEHUEM
CPEICTB KpUNTOrpaduyecKoi 3amuThl HHHOPMALIUH.

[Tpuobperenue cpeacts kpunrorpapudeckoit 3ammtel nHGopmanuu ['JJOY Ne 74 ocymiectBisiercs Ha
OCHOBaHUU JIOTOBOPOB M KOHTPAKTOB C JIMLIAMU MUMeEOMIMMH JeiicTByromlyto nuueHsuo ®Chb Poccun Ha
OCYIIECTBIICHHE JCATEIBHOCTH 10 pa3padOTKe, TPOU3BOJACTBY, PACIPOCTPAHEHHUIO MIHU(PPOBATBHBIX
(kpunTorpauIECKux) CPEJICTB, UH(pOpPMaAITMOHHBIX CUCTEM
U TEIEKOMMYHHKAIIMOHHBIX ~ CHCTEM,  3allUIIEHHBIX  C  HCIOJb30BAaHHEM  IIH(PPOBATIHHBIX
(kpunTorpaduecKnx) CpeACTB, BBHIIIOJHEHHUIO pPAOOT, OKa3aHWIO YCIyr B o0jacTd UG pPOBaHUS
uHpOpMALUY, TEXHHUYECKOMY  OOCITYKMBAaHHIO IIH(POBATBHBIX  (KpUNTOrpaUYecKUx)  CPEnCTB,
MH(OPMALIMOHHBIX CHUCTEM U TEJIEKOMMYHHMKAIIMOHHBIX CHCTEM, 3alIUIIEHHBIX C HCHOJIb30BAaHUEM
mudpoBanbHBIX  (KpUNTOrpaMuecKux) CpeACTB (32 HUCKIIOUYEHHEM CiIydas, €ClIH TEeXHUYECKOe
oOcimy)xuBaHue  IMHUQPPOBAIBHBIX  (KPUOTOrpapUYECKUX)  CPEACTB,  HH(MOPMAIIMOHHBIX  CHCTEM
U TEIEKOMMYHUKALIMOHHBIX  CHCTEM,  3allMUIEHHBIX €  HCIOJIb30BAaHMEM  IIM(POBAIbHBIX
(xpunrorpadudeckux) CpesiCTB, OCYLIECTBIAETCS A7 00ecredeHHsI COOCTBEHHBIX HY K FOPUAMUYECKOTO JIHIa
WM UHIUBUAYAIBHOTO IPEAIPUHUMATEIS).

B menmsx oprammzamuu  u o0OecredeHMH —1mepeiayd  MHGOpMalMKd [0 KaHajaM  CBSI3U
C HCIIOJIb30BAHMEM CpEACTB KpPUITOrpapuuecKkod 3aliuThl UHGOPMALUU, a TAaKXKE BBINOJIHEHUS
nuneH3noHHbIX TpeboBanuit ®Ch Poccun B 'BJIOY Ne 74 nosmkeH ObITH cO3/1aH OpraH KpUnTorpaduyecKkon
3aLUTHI.

[Topranbuble peniennss KOMUTET ¢ BO3MOKHOCTBIO TOCTyMA € CeTel OOIIEro MoJIb30BaHUS JOKHBI B
pPUOpPUTETE DPa3pabaThIBATHCS C OpPraHM3ANMEH 3alIMIIEHHOTO KaHaja IMOCPEICTBOM NpoTokona TLS ¢
noanepxxkoi anropurmoB ['OCT 34.10.

Hcnonb3oBanue 371eKTPOHHOM NMOYTHI

DneKTpoHHas ToYTa JOJDKHA ucronb3oBatbess B ['BJIOY Ne 74 ¢ menplo opraHu3aiuu oOMEHa
AJIEKTPOHHBIMU COOOILIEHUSIMU MEXy paOOTHUKAaMU U CyObeKTaMH HH(POPMALIMOHHONW O€30MacHOCTH.

IIpu ucnonb30BaHUM IEKTPOHHON MOYTHI 3alPEIIAETCS:

oOMeH nHpopmarmen s ciy>keOHOTo TT0JIb30BaHUs, a TaKKe HH(OpMaIel OrpaHMuYEeHHOTO JI0CTYTIA;

IIPEIOCTABIIEHUE JOCTYIA K 3JIEKTPOHHOM IOYTE ¢ MUCIOJIb30BAHUEM JAHHBIX CBOEH YYETHOM 3aIlnucu
TPETHUM JIULIaM;

nyOJIMKalusl CBOEro CHIyXeOHOro ajpeca JJIEKTPOHHOW MOYTHI B 3JEKTPOHHBIX KaTajorax,
Ha MOMCKOBBIX MalllMHaX U JIPYruX pecypcax cetu VHTepHEeT B LIeNsAX, HE CBSI3aHHBIX C UCIIOJTHEHUEM CBOUX
JIOJDKHOCTHBIX 00s13aHHOCTEH;

MOJANKCKA IO DJJIGKTPOHHOM IIOYTE Ha pa3JIMYHbIE DPEKJIAMHbIE MaTepuaibl, JIUCThl PACCBUIKH,
3JIEKTPOHHBIE KypHAJIbI U T.JI., HE CBSI3aHHBIE C BBITIOJIHEHUEM 0JIb30BaTEIEM JI0JKHOCTHBIX 00s3aHHOCTEH;

OTKpbITHE (3allyCK Ha BBIIIOJIHEHUE) (ailioB, TMOJYYEHHBIX IO DJJIEKTPOHHOM  mouTe
WIN U3 pecypcoB cetu HHTepHeT, 0e3 mpeaBapUTEIbHOM NPOBEPKHM HMX AHTUBUPYCHBIM IPOTPaMMHBIM
o0ecreyeHreM.

Pabora B ceTsix 0011ero noJb30BaHus

I'BAOY Ne 74 ocraBisieT 3a co00# paBo OJIOKUPOBAThH UM OTPAHUYUBATH JOCTYI PAOOTHUKAM K CETIM
CBsI3U OOIIEro MOJBb30BaHUsA, B TOM 4ducie ceTu VHTepHeT, colepkaHue KOTOPhIX HE MMEET OTHOLICHUS K
WCIIOJIHEHUIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K HHGOPMAIMOHHBIM pecypcaM, COJep>KaHue |
HaIPaBJIEHHOCTb KOTOPBIX 3aIlpPEIIEeHbl 3aKOHOAaTenbCcTBOM Poccuiickoi denepanun.

Nudopmanust o mocemaembrx padotHukamu ['BJIOY Ne 74 wunHdopMannoHHBEIX pecypcoB
IIPOTOKOJIMPYETCs JUI TOCIEIYIONIero aHaliu3a W, NPU HEOOXOJUMOCTH, MOXKET ObITh Ipe/CTaBlIeHa
PYKOBOJUTEIO PYKOBOAUTENSAM CTPYKTYPHBIX MOJIpa3ielieHnH, a TakKe AJIsi KOHTPOJISL.

IIpu ucnonb3oBanuu cety MIHTEpHET 3anpenieHo:

ucnosb3oBath npenocrasneHHblil ['BIOY Ne 74 noctyn B cetb HTEpHET B TMUHBIX LENSIX;

HCIOJIb30BaTh HECAHKIMOHUPOBAHHBIE IPOIPaMMHBIE U IPOrpaMMHO-alIapaTHBIE CpECTBa,
MI03BOJISIIOIINE MOJyUYUTh HECAHKIIMOHUPOBAHHBIN 10CTYH K ceTH MIHTepHeT;

yO0JIMKOBaTh, 3arpyKaTh U PacpOCTPaHATh MaTepHUalIbl COJAEpIKAIINE HETOCTOBEPHYIO HH(OPMALIHIO
o I'BAOY Ne 74, a Taxxe danbcudunuponats cBoit [P-agpec.

Pe3epBHOe KONMpoOBaHMe U BOCCTAHOBJIEHHE JaHHBIX



Ocy1ecTBiieHHEe PE3EePBHOI0 KOMUPOBAHUS JIOKHO OCYILECTBIIATHCS JIJIS:

uHpopmanuu oOpabaTbiBaeMOil Ha (aillloBOM cepBepe U cepBepe MPHUIIOKEHHUH, MHPOPMALIMOHHON
CUCTEMBI,

pabouux MeCT aAMUHUCTPATOPOB MHPOPMALMOHHONW CUCTEMBI.

YactoTa ¥ pexuM pe3epBHOIO KOMHUPOBAHMS YCTAHABIMBAIOTCS TaKUM 00pa3oM, 4TOObI 00ECIEUHTh
MUHUMAaJIbHYIO IOTEPIO JAHHBIX U ONIEPATUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOrO0 KOMUPOBAHUS U BOCCTAHOBJICHHS PECypCOB HH(POPMAIIMOHHBIX CHCTEM
I'BJIOY Ne 74 nomxHBI TIPOBOIUTH yoHOMOYeHHBIe paboTHuKU I'B/IOY Ne 74.

PesepBHoe KOMUPOBAaHUE  JOJIKHO OCYIIECTBIISATHCS B aBTOMAaTHUYECKOM  pPEXKUME
C IPUMEHEHUEM OTEYECTBEHHOI'O  CIIELUAJIM3UPOBAHHOTO  CPEJICTBA  PE3EPBHOIO  KONHMPOBAHHUSA
C JEHUCTBYIOIIUM CEpTU(PHUKATOM COOTBETCTBHs 1O TpeboBaHmsAM Oe3zomacHoctd uHPopManuun PCTOK
Poccun.

6 OCHOBHBIE TPEFOBAHMS K TIPOIIECCAM YIIPABJEHWS HH®OPMAIIMOHHOM
BE3OITACHOCTBIO

MoHUTOPUHT HHPOPMAITMOHHOT 0€30ITACHOCTH

Ha mocTosiHHONM OCHOBE JOJDKEH MPOBOJUTHCS KOMIUIGKCHBIM aHamu3 (yHKIMOHUPOBAHUS
unpopmanronHo cuctemsl ' BJIOY Ne 74 u Bo3HHKaOUMX COOBITHII HH(OOPMALIMOHHON OE30MaCHOCTH.

[Iporiecc MOHUTOpPUHTA CHCTEMBI OOecTieueHUs] HHPOPMAITMOHHOW 0€30MMacHOCTH JI0JDKEH BKIIIOYAThH B
ce0sl KOHTPOJIb OPraHM3aLMOHHBIX M TEXHUYECKMX Mep IO 3alure MH(pOpMaluH, aHalIu3 I[apaMeTpoB
KOH(HUTypaly U HACTPONKHU CPENICTB 3aIIUTHI HHPOPMALIUH.

IIpy 1npoBencHUM KOHTPOJIBHBIX MEpONPUATUHM, CBSA3aHHBIX C OLIGHKOW peaau3aluud  Mep
no 3ammre mHGopMmamuu B I'BJIOY Ne 74, ymomHOMOYEHHBIE pPaOOTHHKH JOJDKHBI HPUACPKUBATHCS
CJIELYIOIIUX IPUHIUIIOB:

He HapymaTth pyHKunonuposanue aesreabHocta [ BOY Ne 74

JIEICTBOBATb B  COOTBETCTBUM C  YTBEP)KIACHHBIMU  OpPraHU3alMOHHO-PACHOPAIUTEIBHBIMU
nokymentamu I'BJIOY Ne 74 no 3amure nadopmanuu;

HE CKpBIBAaTh (haKThl BBISBICHHBIX COOBITUI MH(OPMAIIMIOHHON O€30M1acHOCTH;

0 OpMIIATH OTUETHI, TOITBEPKAIOIINE BHIITOJHEHUE MEPOTIPUATUH MO 3allUTe UHPOPMALIIH.

Wndopmanus,  momydyeHHas B XOJA€  MPOBEACHUS  KOHTPOJIUPYIOIIUX  MEPOIpPHUITUI
0 NeHCTBUSX, COOBITUSX U MapaMeTpax, UMEIOIIKX OTHOIIEHUE K pealu3allii Mep MO 3aluTe HHPOopMaIuH,
JOJDKHA KOHCOJIMAUPOBATHCS U XPaHUTBCS B MecCTax, HCKJTIOYAIOIINX MIOJIy4YEHHUE
K HEel HECaHKIIMOHMPOBAHHOIO JOCTYTIA.

MOHUTOPHUHT JTaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITUAX MH(POPMALMOHHOM OE30MaCHOCTH JOJKEH
IIPOBOAMTHCS, IO BO3MOXHOCTH, C HCIIOJIb30BAHUEM CUCTEMbI MOHUTOPHHTA MHIIMIEHTOB HH(POPMAIIMOHHOM
6e30macHOCTH I BCTPOEHHBIX MEXAHU3MOB HACTpONKHU u ayauTa COOBITHI
B MpOrpaMMHBIX M MNPOrpaMMHO-alMapaTHBIX CPEJCTBaX, HCIOJb3YeMbIX B HH(GOPMAIMOHHON
unopactpykrype 'BJJOY Ne 74 .

YupasJjieHue puckamMmu

OmnpeneneHve BHYTPEHHUX TpeOOBaHMH MO 3amMTe WHPOPMALUHU, JTODKHBI OCHOBBIBATHCS
Ha pe3yjibTaTax MPOBEACHMUSI aHajdM3a pPHUCKOB HApYUIEHHs] OCHOBHBIX CBOWCTB 0O€30MAaCHOCTH
s nHGopManuoHHbIX pecypcoB I'BJIOY Ne 74,

OCHOBO# OLIEHKH PUCKOB JIOJIKHA OBITh OLIEHKA YCIOBUHN U (PAKTOPOB, KOTOPBIE MOTYT CTaTh IPUYUHON
HapyLEHHs [IeTOCTHOCTH, KOHPUIEHIIMATBHOCTH U JOCTYITHOCTH 11 MH(opMamoHHbIX pecypco ['BJIOY
Ne 74.

PesynpTaToM mpoBelneHHs aHalM3a PHUCKOB JOJDKEH OBITh pa3padOTaHHBI KOMIUIEKC Mep,
HAIMPABJIEHHBIX HA CHI)KEHUE BO3MOKHOTO HETATUBHOTO BIMSIHUSI HA OCHOBHYIO JeaTesibHOCTh [ B/I0Y Ne 74
IpU peanu3alii TOH WM MHOW Yrpo3bl 0€30MacHOCTH MH(POPMALUU U 00ECIeynBaloIUX B JaJibHEHIeM
JIOCTaTOYHBIM YPOBEHB 3alTUIIICHHOCTH HHpopMannoHHbIX cucteM ['BJIOY Neo 74.

YnpasiieHue HHIMICHTAMH HHGOPMAIMOHHOI 0e30MaCHOCTH

st obecrieuenuss 3(pGHEKTUBHOTO pa3pelieHrs HHIMACHTOB WHOOPMAIMOHHONW O€30MacHOCTH B
I'BAOY Ne 74 , MUHHMMH3allMU NOTEPh M YMEHBIIEHUS PUCKAa BO3SHMKHOBEHHS MOBTOPHBIX MHILHJEHTOB
JIOJDKHO OCYILECTBIIATHCS YIPABICHNUE HHIUCHTAMH HH(OPMAIIMOHHON 6€3011acHOCTH.

Jlisa yrnpaBieHUs MHIMIEHTAMH HHQOPMAIIMOHHOW 0€30MacHOCTH JOJDKHA ObITh cO3/laHa Ciyxo0a
MOHUTOPUHIA U PEAarMpOBaHUs HAa HMHIUACHTH WH(POPMAIMOHHON 0E30MacHOCTH, KOTOpas MOCPEICTBOM



KOMIUIEKCAa  CpPEJACTB W MEpONpHsATHHA g cbopa W KOHCOMMIAIMK  WHGOpMAIIH
00 MHITMICHTAX pelIaeT JaHHYIO 3a7a9y. B OTHOMIEHNH KaXI0TO MPOU3O0MIEANIETO HHITUICHTA pa0OTHUKAMHA
W3 CIy)KObl MOHHTOPHMHTA M pEarupoBaHUS Ha HHIUACHTHI WH()OPMAIMOHHOW OE€30MacCHOCTH JOKEH
BBITIOJIHSITHCS €r0 aHAIU3, U pa3zpadboTka 3pGEeKTUBHBIX MEp pearupoBaHus HA JAHHBIM UHIIUJICHT.

AyauT cucTeMbl o0ecnieyeHnsi MH(POPMAITMOHHO 0€30I1aCHOCTH

B nensix onenku Tekyiero ypoHs uH(popmanuonHoit 6e3omacHoctr I'BJIOY Ne 74 nHa perynspHoii
OCHOBE JIOJKEH IIPOBOAUTHCA ayIUT MHGOPMAITMOHHON O€30MacHOCTH.

BHyTpeHHue ayiuThl 10JKHBI BBINTOJIHATHCA padoTHUKaMu ['BJIOY Ne 74. B uuncno 3anay, pemaeMbix
[IpH MPOBEICHUU BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOM 0€30MacHOCTH, BXOIAT:

cOOop ¥ aHanM3 WUCXOAHBIX JaHHBIX OO0 OPraHW3alMOHHON ¥ (QYHKIMOHAIBHOH CTPYKTYpe
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX ISl OEHKU COCTOSIHUSI CUCTEMBI 3aIUThl HH(pOpMaLHH;

aHaJIN3 YTBEPIKICHHBIX OPTaHU3AIMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB I10 3aluTe HH(OpMAIIUU Ha
IpeIMeT UX MOJTHOTHI U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHUE PEKOMEHAALUUNA MO UX AOPabOTKE WU
pa3paboTKH HOBBIX;

obocHoBaHue (pruHAHCOBOU A(HDPEKTUBHOCTH BHOBH IPHOOPETAEMBIX CPEJICTB 3aIUThI HH(POpMAIIUH;

MPOBEpPKa MPABWIBHOCTH BBIOOpA W HACTPONKH CPEICTB 3alUThl HWH(MOpMANUU, (HOPMUPOBAHHE
MPEJIOKEHUI MO UCHOIb30BaHUIO MMEIOIIUXCA CPENCTB 3alUThl MH(GOPMAIUU Ui MOBBILICHUS YPOBHS
HaAEKHOCTH U Oe3omacHoCTH nHpopManmuoHHBIX cucteM ['BJIOY Ne 74

aHallM3  OTYETOB MO  MPOM3OLIEAIIMM  HUHIMACHTaM  WHGOPMAlMOHHONW  0e30MacHOCTH
Y TIPUHATHIM MEPaM I10 UX Pa3pelICHUIO.

IHoBbIIeHNE 0CBEIOMICHHOCTH PA0OTHUKOB

B pamkax opraHu3zanmuyd KOMILIEKCHOTO TPOTHBOJCHCTBHUS yrpo3aM O€30MacHOCTH HH(OPMAIIH,
HCXOOSIINM oT pabOTHHKOB I'BIOY Ne 74 JOJDKHA MOCTOSIHHO HOBBIIIATHCS
WX OCBEJOMJICHHOCTh B 00J1aCTH 3aIIUThI HH()OPMAIIUH.

[ToBeimenue ocBegomaeHHoctTy padboTHUkoB 'BJIOY Ne 74 ocymiecTBisiercs:

1o cymectBytouuM B I'B/IOY Ne 74 opranusaliioHHO-pacnopsiAMTEIbHBIM JOKYMEHTaM,

o npumensieMbiM B [ BZIOY Ne 74 mepam 3amutsl uHpOpMaIH;

10 IPABWJILHOMY UCITIOJIb30BAHUIO CPEJICTB 3aIUTHI HH(GOPMAITIH.

7  3AK/IIOYEHHUE

[Ipn u3mMeHeHun nEUCTBYIOIIETO 3aKOHOHATenbcTBa Poccuiickoit denmepanuu B 00JaCTH 3alUTHI
uH(pOpMallUK, a TaKKe OpTaHU3alMOHHO-pacmopsauTenbHbIX JokyMeHTOoB ['BJIOY No 74  nHacrosmias
[TonuTka W W3MEHEHWsT K HEW TMPUMEHSAIOTCA B 4YacTH, HE NPOTUBOpEYAllel BHOBb MPUHATHIM
3aKOHO/IaTE€JIbHBIM U MHBIM HOPMATUBHBIM aKTaM, a Takke BHyTpeHHUM AokymeHTaMm ['BJIOY Ne 74.

Bce TpeGoBaHus, yCTaHOBJIEHHBIE IEHCTBYIOIIMM 3aKOHOJATENHCTBOM Poccuiickoit deneparuu,
IOJ3aKOHHBIMU AaKTaMU W JOTOBOPHBIMU OTHOLIEHUSAMM, a TaKXe IOIXON I'BAOY Ne 74
K 0O0€eCIeYeHNI0 COOTBETCTBUSI OSTUM TPEOOBAHUSAM JIOJDKHBI OBITh SIBHBIM 00pa3oM OMpeeseHBI,
JIOKYMEHTUPOBAHBI U MOAJECPKUBATHCS B AKTyAIIbHOM COCTOSIHUM.

I'bIOY Ne 74 B TNPUOPUTETHOM HAIPABJIEHUW JIOJDKEH pPacCMaTpUBATBCA  TEPEXO]
a TPOrpaMMHOr0 OO0eCleueHUEe OTEYECTBEHHOTO IPOU3BOJMUTENS, BKIIOUYEHHOTO B EIHHBIA peecTp
POCCHICKMX TPOTpaMM ISl SJEKTPOHHBIX BBIYMCIWTEIBHBIX MalluH W 0a3 JgaHHbIX. B TomM uwmcrie
0 YaCTH CEPBEPHOT0, KOMMYTAIIMOHHOTO 000PYIOBAHUS M TPOTPAMMHO-AMIAPATHBIX CPEJICTB BKIIOUECHHBIX
B EnuHBIN peecTp poCCUICKON paarodJIEKTPOHHON MTPOTYKIIMH.

Ilepecmorp ®  BHeceHMEe  U3MEHEHMM B Hacroswmyr  [lonmuTuky — ocymiecTBIsIFOTCS
Ha MEePHOIMYECKON U BHETIAHOBOM OCHOBE.



8 CIIHMCOK UCIIOJIb30BAHHbBIX HCTOYHUKOB

1 ®enepanbusiii 3akon oT 27.07.2006 No 149-®3  «O6  wuHpopmanuu, wHHOPMAIMOHHBIX
TEXHOJIOTUSX U O 3aIUTe HHOOPMALIM».

2  ®epnepanbhblii 3ak0H OT 06.04.2011 Ne 63-D3 «O06 371€KTPOHHOU MOATHCH.

3 Hocranosnenue IlpaBurensctBa Poccuiickoii  @enepanmuu ot 16.04.2012 Ne 313
«O6 yrBepxxkaeHuu IlonokeHuss O JMIEH3UPOBAHUM JEATENbHOCTH 10 pa3padoTKe, IPOU3BOJACTBY,
pacrpoCTpaHEHHIO  IU(PPOBAIBHBIX  (KPUOTOTPaQHUUECKUX) CPEACTB, HH(POPMALMOHHBIX  CHCTEM
U TEJIEKOMMYHHMKAIlMOHHBIX  CHCTEM,  3AIlMIIEHHBIX  C  HCIOJBb30BaHUEM  IIH(POBAIBHBIX
(kpunTorpaM4ecKux) CpeACTB, BBHINOJHEHUIO paboT, OKa3aHUIO YCIYr B OOJAaCTH MIU(PPOBAHUA
nHpoOpMalUK, TEXHUYECKOMY OOCITY)KMBAHHMIO IMH(PPOBAIBHBIX  (KpUNTOrpapUUIECKUX) CPEICTB,
MH(POPMALIMOHHBIX CHUCTEM M TEJICKOMMYHHMKAIIMOHHBIX CHUCTEM, 3allUIIEHHBIX C HCIOJIb30BaHUEM
mudpoBanbHbIX  (KpUnTorpaMyeckux) CpeAcTB (3a HCKIIOYEHUEM Cilydas, €clIM TEeXHUYECKOe
oOCITy’)KMBaHHE  IUQPPOBAIBHBIX  (KpUNTOrpadUUecKux)  CpPeACTB,  HMH(DOPMAIMOHHBIX  CHUCTEM
U TEIEKOMMYHHMKAllMOHHBIX  CHCTEM,  3allUINEHHBIX C  MCIOJb30BAaHMEM  IIM(PPOBATIBHBIX
(kpunTorpadMIecKux ) CPEeCTB, OCYHIECTBISIETCS U 00eCIIeYeHUsI COOCTBEHHBIX HYK/I FOPUIHMYECKOTO JTUIA
WA MHAMBUAYATIbHOTO IPEAIPUHUMATEIIS).

4  Tlocranosnenue IlpaButensctBa Poccmiickoit ®eneparrmm ot 01.11.2012  Ne 1119
«O6  yrBepkIeHMHM TpeOOBaHMI K 3alIMTe TEPCOHAIBHBIX JaHHBIX HOpU WX  00paboTke
B UH(OPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX».

5 [Ilpukaz ODAIICU ot 13.06.2001 Ne 152 «O6  yrBepxkaeHun  HHcTpykuuu
00 opraHm3anmy ¥ oOecredeHuN Oe30MacHOCTH XpaHEHHs, 00pa0OTKM M Iepesadd 10 KaHajlaM CBSI3U C
UCIOJIb30BAHUEM CPEJICTB KPHUITOrpauyeckoi 3amuThl MH(GOpPMAMU C OrPAaHUYEHHBIM JOCTYIIOM, HE
coJiepaKalllel CBEACHUH, COCTABIIOIIMNX FOCYAapCTBEHHYIO TAHY».

6 Ilpukaz @®Cb Poccum or 09.02.2005 Ne 66 «OO6 yrBepxkaenuu [lonoxenus
0 pa3paboTKe, MPOU3BOJICTBE, PEATU3ALNHU 1 SKCIUTyaTalluy MU(GPOBATBHBIX (KpUOTOrpadUIeCcKnX) CpPeACTB
3amuThl nHGopManuu (ITonoxenue [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO6 yrBepxkaeHUM TpeOOBaHUN O 3alIuTe
uH(pOpMaIlMK, HE COCTABIIIONIEH TOCYJIapCTBEHHYIO TaiHy, COJEpKalleiicss B TOCYIapCTBEHHBIX
UH()OPMALIMOHHBIX CUCTEMAX.

8 Ipukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «OO yTBEpX IEHUH COCTaBa W COACPIKAHUS
OpPTraHU3aIMOHHBIX U TEXHUUYECKUX Mep MO 00ecredyeHuI0 0e30MacHOCTH MEePCOHANbHBIX JAaHHBIX MPHU UX
00paboTke B MH(POPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX).

9 IIpuxkaz ®Cb Poccunm ot 10.07.2014 Ne 378 «O06 yrBepxkaeHun CocTaBa M COAEpIKaHUS
OpPTaHU3AIMOHHBIX U TEXHHYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHAIBHBIX JAAHHBIX MPH UX
0o0paboTke B MH(OPMAIIMOHHBIX CHCTEMaxX MEPCOHANIBHBIX JaHHBIX C HCIOJb30BAHUEM CPEACTB
KpUNTOTpaQUUecKod  3amUThl  WHPOPMALUK, HEOOXOMUMBIX JUISI  BBIIOJHEHHS  YCTAHOBJIECHHBIX
[IpaButensctBOoM  Poccuiickoit  ®denepanmu  TpeOOBaHMN K  3alIUTe  MEPCOHANBHBIX  JaHHBIX
JUISL KQKI0TO U3 YPOBHEW 3alIUIIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wWHPOpPMAUU.  ABTOMATH3HPOBAHHBIE  CUCTEMBI
B 3alIMIIIEHHOM HcnioHeHnu. O01ue TpeOoBaHusD.

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUSHHS B CTAaHAAPTHI».

12 TOCT P 50.1.056-2005 «Texnuueckass 3ammra wuHGopManuu. OCHOBHBIE TEPMHHBI
U OTIpe/ICTICHUS».

13 TOCT P HCO/MBK 27001-2006 «HpopManmoHHas TeXHOJOTHSI. METOOsl M CpeJicTBa
6e3onacHocTH. CUCTEMBI MEHEDKMEHTa HHPOpManoHHO# 6e3omacHocTh. TpeOoBaHUs».

14 TOCT P 50922-2006 «3amuta naopmammu. OCHOBHBIE TEPMUHBI U OTIPEICTICHHS.

15 TOCT P 51275-2006 «3ammra wuHpopManuu. OO0bekT uHPopMaTuzanuu. DakTOpHI,
BO3/IeHCTBYIOMME Ha nHPopMarnio. OOIIre MOI0KESHUS».

16 TOCT P MHCO/MBK TO 13335-5-2006 «MudpopmanmonHas TexHoJorus. MeTompl
U cpescTBa obecrieueHus 6ezonacHocTu. Yacte 5. PyKOBOJICTBO IO MEHEKMEHTY O€30ITaCHOCTH CETH.

17 TOCT P HUCO/TO 13569-2007 «DUHAHCOBEIE YCIIYTH. Pexomenmanun
1o HHGOPMAITMOHHON 0€30TTaCHOCTI .

18 TOCT P HMCO/MBK 27005-2010 «HMubopmarmoHHas TEXHOJOTHS. MeETonbl W CpeAcTBa
obecrieyeHus: 6€30MacHOCTH. MEHEIKMEHT prcKa HH(POPMAIIMOHHOI 0€301acHOCTH.



19 TOCT P HMCO/MBK 27004-2021 «HMudopmarmoHHas TEXHOJOTHSA. MeETOIbl W CpeAcTBa
obecnieueHuss Oe30macHOCTH. MeHEIKMEHT HH(POPMAIMOHHOW 0e30macHOCTH. MOHUTOPHUHT, OIIEHKa
3alIUAIIEHHOCTH, aHAJIN3 U OLICHUBAHHUE).

20 T'OCT P 51897-2021 «MenemxMeHT prcka. TepMUHBI 1 OTIPEACTICHUS.

21 TOCT P 52069.0-2013 «3amuta nadopmanuu. Cucrema cranaapToB. OCHOBHBIC ITOJIOKCHUSI.

22 Konnenmus WHGOPMAIMOHHONW O€30MaCHOCTH HCIIOJIHUTEIBHBIX OPraHOB TOCYIapPCTBEHHOMN
Bractu Cankr-Ilerepoypra ot 20.02.2023.
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